
Desktop Refresh 
Programme

CASE STUDY

Windows 7 operating system is 
in wide use across the trust but 
would no longer be supported 
by Microsoft after January 2020.  
Unsupported software brings an 
inherent risk to security.  It was 
therefore important to ensure the 
software was at the latest version to 
ensure critical clinical and business 
systems were secure and also 
able to run at their most efficient.  
Windows 10 is the latest Microsoft 
operating system and will provide 
extended support until October 
2026.  It introduces the concept 
of Windows-As-A-Service and 
will provide twice-yearly feature 

upgrades which reduce the risk 
of compatibility issues.  Upgrades 
can therefore be deployed with 
minimal testing resulting in only 
minor disruption to users.  

However progressing to Windows 
10 requires devices to have a 
minimum hardware chipset and 
BIOS configuration which would 
render some older devices in the 
trust unsuitable for upgrade. 
It was unclear how many devices 
would be affected so a detailed 
desktop audit was already underway 
to ensure all incompatible devices 
were identified.

SUMMARY

BACKGROUND

A business case was required to explore the 
options for a trust-wide Windows refresh for 
all desktops and laptops across Northern Care 
Alliance including Salford Royal NHS Foundation 
Trust and Pennine Acute Hospitals.  This was 
primarily driven by the Microsoft Windows 7 
operating system reaching end of life support.
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The project was initiated to assess the options and 
make a recommendation offering the best return 
on investment and best practice aligned to the 
trust’s corporate objectives.  
Six detailed options were developed including 
associated risks and the anticipated benefits. 
The following components were considered:

APPROACH

PROGRAMME DEVELOPMENT 
 & DELIVERY

ADVISORY 
SERVICE 

DIGITAL 
AGILITY

1 4

2 5

3 6

Operating system 
upgrade to Windows 
10 and deployment of 
virtual desktop

Microsoft Desktop 
Optimisation 
Pack (MDOP) 
implementation

Citrix Cloud 
implementation

Deployment of single 
sign-on/authentication 
management software

System Centre 
Configuration Manager 
(SCCM) implementation

Hyperconvergence 
infrastructure/private 
Cloud platform

Windows 10 can be supported 
in a virtual environment 
through a service such as Citrix 
XenDesktop.  The Trust had 
already procured Citrix Cloud-
licences. A number of significant 
benefits can be delivered by 
deploying a virtual desktop 
using thin-clients rather than 
high-spec PCs.  This would 
support the ability to manage a 
master image for all devices and 
a reduction in cost to operate 
and administer across the whole 
trust. Where older PCs were 
no longer viable they could be 
repurposed to operate as thin-
clients offering a saving where 
new hardware would otherwise 
have been required.  

It was the aim of the trust 
to implement VDI thin-client 

and single sign-on to bring 
operational benefits and 
efficiencies for clinical users 
in the near term.  Single sign-
on removes the requirements 
to enter and maintain multiple 
login IDs and passwords, it 
supports virtual desktops and 
applications and proximity card 
readers with walk-away which 
is ideal for busy clinical areas.  
As a further incentive NHS 
England were offering to deploy 
Windows 10 without charge.  All 
this would provide improved 
security against cyber-attacks 
with automatic patching against 
phishing and malware and would 
support universal apps that can 
operate across multiple devices 
including smartphones and 
tablets.

OPTIONS APPRAISAL
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After research the following options were considered and written 
into the business case for review:

Option Description Comment

Option 1 – 
Do nothing

All existing desktop devices 
and software would remain 
as is for the foreseeable 
future 

Despite the benefit of little or no investment 
costs the risks of future software incompatibility 
and security issues rendered this option unviable

Option 2 – 
Windows 10 Only 

All desktops and laptops 
would be upgraded from 
Windows 7 to Windows 10

Citrix would only be deployed for those devices 
requiring access to the EPR. The remaining 
devices would be upgraded on a machine by 
machine basis.  This would be more arduous than 
a full Citrix deployment and would not bring the 
benefits of virtual or SSO functionality 

Option 3 – 
Windows 10 
and Single Sign-on

SSO would be included in 
the upgrade and rolled out 
at the same time as 
Windows 10.

SSO was already deployed for some and the trust 
was keen to roll it out to all users.  Joining the 
two rollouts together would be more efficient and 
bring operational benefits, in particular for users 
working in clinical areas 

Option 4 – 
Windows 10, Legacy VDI 
and SSO

This option includes 
implementing Citrix 
thin-client VDI solution on 
all desktops and deploying 
SSO trust-wide 

Software will be wiped from desktops and 
replaced by Windows 10 virtual desktop image 
via Citrix XenDesktop with hyper-converged 
infrastructure appliances 

Option 5 – 
Windows 10, Thin-Client VDI 
and SSO

This builds on Option 4 
but introduces thin-client 
devices for VDI (HDX 
Ready Pi devices) to 
replace desktops in 
clinical/ward areas 

The desktops that are removed will be re-used 
elsewhere in the Trust to reduce the number of 
new desktops to be purchased

Option 6 – 
Windows 10, Thin-Client VDI, 
SSO and Extended End Point 
funding

Building on Option 5 a full 
comprehensive rollout with 
a standard image, thin-
client VDI base, SSO and 
replacement laptops 

This would provide the best return on investment, 
best practice and would not require additional 
projects to rollout remaining components in the 
future

OPTIONS APPRAISAL
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Option 6 was recommended.  
This was aligned to the trusts 
strategic themes and priorities; 
to build an Integrated Care 
Organisation, merge Pennine 
Acute Hospitals into Northern 
Care Alliance Hospital Group, 
adopt cloud technologies 
removing reliance on hardware 
infrastructure and it would 
allow the introduction of tele-
consultations / telemedicine. 
It would also support improved 
Quality and Efficiency by 
virtulising software and rolling 
out a standard Windows image 
across the whole trust thus 
ensuring Northern Care Alliance 
continued to provide Digital 
Leadership to partners across 
Greater Manchester on shared 
services, common technology 
and best practices.

All the options were reviewed 
in depth. Option 6 was 
recommended because it 
presented the trust with an 
opportunity to drive additional 
benefits by including the 
implementation of single sign-
on technology and commence 
migration to a virtual desktop.

The proposed solution 
supported the trust’s digital 
priorities and long term business 
drivers including:

• Improve clinical governance

•  Improve operational
effectiveness

• Improve patient experience

• Improve working environment

•  Become a centre of excellence
for healthcare

Deploying a Windows 10 virtual 
environment on every device 
through Citrix Receiver would 
secure laptops and desktops 
and SSO would provide tap-and-
go access and virtual roaming 
functionality in clinical areas.  

Given that the project 
timescales were in the region 
of 12 months regardless of 
which option it was agreed it 
would be prudent to attempt to 
maximise the benefits available 
from VDI thin-clients and single 
sign-on software. The initial 
capital investment required was 
planned to be spread over 5 
years. 

A high-level rollout plan was 
created with resources to be 
seconded as required.  Where 
a capability or capacity gap 
existed specialist expertise 
would be bought into to manage 
the project. The rollout would 
impact across the whole trust so 
to reduce disruption to business 
as usual advanced planning was 
the key to success.  

PROPOSED RECOMMENDATION  
“It was important to 
explore all the 
choices available 
and recommend our 
best option to the 
trust board.  Populo 
gave us everything 
we required to do 
this....the business 
case Populo wrote 
is detailed, 
thorough and 
provided us with all 
the details we 
needed.”
– John Llewellyn, Director of Digital
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There would be clear benefits 
of improved clinical governance 
with SSO providing simple and 
effective user authentication.  
Operational effectiveness 
introduced by a virtual desktop 
would significantly reduce the 
demand on IM&T staff to manage 
and support desktop issues with 
a single desktop image created 
and deployed across the trust.  
Patient Experience would also be 
improved as home-based patient 
services are introduced such as 
tele-medicine. 
 
Going forward there will be 
a requirement for patients’ 
own devices and the trusts IT 
infrastructure to be compatible.  
Staff satisfaction provided by a 
more stable and secure operating 
system will inspire confidence 
in the trust’s IT infrastructure. 
All this will go towards 
a continuing centre 
of excellence.

BENEFITS AND OUTCOMES

PATIENT 
EXPERIENCE 
IMPROVED

CONTINUING 
CENTRE 

OF EXCELLENCE

INSPIRING 
CONFIDENCE


